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“Non-crypto security will remain a 
mess.”
  A. Shamir, Ten year predictions, 2002.





Some things claimed to be necessary 
are impossible

Portfolio of passwords:
 1: Passwords should be random and strong
 2: Passwords should not be re-used across accounts

Suppose N=100 accts @ 40 bits/password:
   N∙lg(S) + lg(N!) = 4000 + 524 = 4,524 random bits

Equiv. to memorizing: 1361 places of pi, order of 17 packs of cards 
……



Password Masking

• Schneier (June 26, 2009): “I agree with this”
• Epic flamewar in blogosphere
• Schneier (July 3, 2009): “So was I wrong? Maybe. Okay, probably”

How would we decide this question?



Why?
Why are we unable to answer a simple Y/N question 
about efficacy?

Why do we end up insisting on the necessity of things 
that are provably impossible (with 30s of arithmetic)

Password rules: biggest mass delusion in history?



Can we do Science/Security is special

What do we mean by Science?

• Equations?

• Numbers and Graphs?

• Repeatable experiments?

• Rigor? Proofs?

Security is special

• Active adversary

• Relatively new field
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Overview:

1) Science offers no path to certainty
2) Feedback is the engine of improvement
3) Feedback requires focus on the error/uncertainty
4) Anything that obscures the error, or impedes 

feedback retards progress



Science offers no path to certainty

Math/Formal Approaches

• Certain

• Proved true from axioms

• Cannot describe real world

Data/Empirical Approaches

• Always uncertain

• Empirically supported falsifiable 
claims

• Describes real world
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Each has a fundamental problem: 
• Formal: require assumptions about real world

• Proof + assumptions ≠ Proof
• Empirical: require generalization

• Observation + argument about generality ≠ Law



Feedback is the engine of improvement
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Compute Consequences

“We guess laws. Then we compute the consequences of the 
guess, […]  to  compare it directly with observations to see if it 

works. If it disagrees with experiment, it’s wrong. In that simple 
statement is the key to science.” Feynman
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Error
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The alternative:



Anything that obscures error/uncertainty 
impedes progress 

Types of Error

• Conflict with observation

• Inconsistency

• Over-constrained

• Redundancy

Ways of obscuring

• Unfalsifiable

• Vague claims

• Over claiming

• Implicit assumptions

• Delay
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• “The only secure system is unplugged, encased in 
concrete and buried at sea.” 

•  “What percent of the Fortune 100 have been hacked? 
100%”

• “There are only two kinds of people: those who've 
been hacked and those who just don't know it yet.”

Meanwhile, in Computer Security……….



Can’t observe security => Claims of insecurity or 
necessary conditions for security are unfalsifiable

Want 𝑥 to be secure. Define 𝐘:

𝑥 ∈  ቊ
𝐘 is secure 

𝐘 not secure. 

Falsifying “X is necessary for security” requires 
observing something secure that doesn’t do X. 

Claim: no observation falsifies 𝐗 ⊃ 𝐘.

Proof: to falsify 𝐗 ⊃ 𝐘 must show 𝐗 ∩ 𝐘 is not empty. 

But can’t find 𝑥 ∈ 𝐘. ∎

X
Y

X is necessary for Y
equiv.    𝐗 ⊃ 𝐘
equiv.    ഥ𝐗 ֜

 
ഥ𝐘



1. Security by threat model?

“Secure” if threat goals met:  {X0, X1, X2, …, XN-1}. 

 𝐘𝑔 ≜ 𝑖ځ 𝐗𝑖

We can find members of 𝐘𝑔  

Claim that: 

• 𝐘𝑔 sufficient (i.e.𝐘𝑔 ⊂ 𝐘 ) is falsifiable [find  𝑥 ∈ 𝐘𝑔 ∩ 𝐘] 

• 𝐘𝑔 necessary (i.e. 𝐘𝑔 ⊃ 𝐘 ) not falsifiable [find 𝑥 ∈ 𝐘𝑔 ∩ 𝐘]

• That goals are sufficient is falsifiable, but claim that necessary is not 



2. Insecurity is the possibility of bad outcomes?

Define 𝐊:

𝑥 ∈  ቊ
𝐊 bad outcomes cannot happen

𝐊 otherwise. 

Everything that cannot happen will not happen: 𝐊 ⊂ 𝐘

A subset of 𝐘 is no help in finding a superset of 𝐘 

 

X Y
K

“Bad outcome possible
means

bad outcome will happen”

𝐊 ֜ 𝐘 means ഥ𝐊 ֜ ഥ𝐘equiv.



3. Security isn’t binary?

Without metric how do we falsify:

Security(𝐗) > Security(𝐗)

 



Unfalsifiable for all X

if (you don’t do X) then:

 Security(𝐗) > Security(𝐗)

 

you are not secure

a bad outcome will occur

a bad outcome can occur



Is Computer Security a Pseudo-Science?



OK, OK, OK, we didn’t mean this literally

When we say:

Security(𝐗) > Security(𝐗)

We actually mean, e.g.

Outcome(𝐗|ABCD) > Outcome(ഥ𝐗|ABCD)

For assumptions A, B, C, D …...  



Security(𝐗) > Security(𝐗)
versus 

Outcome(𝐗|ABCD) > Outcome(ഥ𝐗|ABCD) 

Obscuring the error:

1. Expanded scope/Over-claiming

2. Forgotten/implicit and vague assumptions 

3. Justification for X rests on plausibility/scope of ABCD



Self-Correction becomes one-sided : 
new attacks argue counter-measures in, nothing can argue one out

Assume attacker capabilities →C = {c0, c1, c2, …, cN-1}

Collection of defensive measures M = {X0, X1, X2, …, XN-1}

• M not sufficient clear when new attack “steps outside” model

• M not necessary is not falsified by any possible observation. 



Confusing sufficient for necessary:
   → Over-constrained problems 

Y

X1
X2

X3

Example over-constrained problem:

• Avoiding pwd re-use is sufficient to counter some attacks; but impossible 
to achieve across N=100 portfolio

Y

X1

X2

X3

Simultaneous necessary conditions:

𝑖ځ  𝐗𝑖 ⊃ 𝐘

Simultaneous sufficient conditions:

𝑖ځ  𝐗𝑖 = 𝜙



Overview:

1) Science offers no path to certainty
2) Feedback is the engine of improvement
3) Feedback requires a clear view of the error
4) Anything that obscures the error, or 

impedes feedback retards progress



Anything that obscures the error, or impedes 
feedback retards progress

• Can’t measure or detect ‘security’ → structural unfalsifiability

• Implicit/obscured assumptions

• Morris & Thompson, 1979



Feedback. Feedback. Feedback.

• If no data gives feedback on your theory: you don’t 
have a theory, you have a religious belief

• If your data doesn’t give feedback on some theory: you 
don’t have data, you have noise.



100 10310210110-110-4 10-3 10-210-510-9 10-7 10-610-1010-13 10-12 10-1110-14

DoS
Intrusion Detection

Spam
Password Guessing

• When data is sparse iterative feedback is harder

• Obscuring/denying the uncertainty is harmful



Conclusions

• Problem with the way we reason about problems
• Unfalsifiable Claims, 
• Confusing sufficient for necessary
• One-sided correction
• Over-claims

• Feedback, feedback, feedback.
• More rigor + more data doesn’t solve the problem

• Progress requires clear view of uncertainty
• Obscuring, denying is the wrong direction

• Generalization is impressively hard
• “You can imagine a situation where……..”

• Special pleading goes nowhere.
• There’s no other show in town.


	Slide 1: Can we do Better? Science, Security, and the Elusive Science of Security
	Slide 2
	Slide 3
	Slide 4: Some things claimed to be necessary are impossible
	Slide 5: Password Masking
	Slide 6: Why?
	Slide 7: Can we do Science/Security is special
	Slide 8: Overview:
	Slide 9: Science offers no path to certainty
	Slide 10: Feedback is the engine of improvement
	Slide 11: Anything that obscures error/uncertainty impedes progress 
	Slide 12: Meanwhile, in Computer Security……….
	Slide 13: Can’t observe security => Claims of insecurity or necessary conditions for security are unfalsifiable
	Slide 14: 1. Security by threat model?
	Slide 15: 2. Insecurity is the possibility of bad outcomes?
	Slide 16: 3. Security isn’t binary?
	Slide 17: Unfalsifiable for all X 
	Slide 18
	Slide 19: OK, OK, OK, we didn’t mean this literally
	Slide 20
	Slide 21: Self-Correction becomes one-sided :  new attacks argue counter-measures in, nothing can argue one out
	Slide 22: Confusing sufficient for necessary:     Over-constrained problems 
	Slide 23: Overview:
	Slide 24: Anything that obscures the error, or impedes feedback retards progress
	Slide 25: Feedback. Feedback. Feedback.
	Slide 26
	Slide 27: Conclusions


  x  


  𝐘


  x   ∈    {     𝐘           is   secure                                                                                      𝐘 ¯         not   secure .                                                                              


  𝐗 ⊃ 𝐘 .


  𝐗 ⊃ 𝐘


     𝐗 ¯ ∩ 𝐘


  x ∈ 𝐘 .


  ∎


  𝐗 ⊃ 𝐘


   𝐗 -      ⇒      𝐘 -


   𝐘 g ≜  ⋂ i   𝐗 i


   𝐘 g


   𝐘 g


     𝐘 g ⊂ 𝐘  


  x ∈  𝐘 g


  ∩  𝐘 ¯


   𝐘 g


   𝐘 g ⊃ 𝐘  


    x ∈    𝐘 g ¯ ∩ 𝐘


  𝐊


  x   ∈    {     𝐊           bad   outcomes   cannot   happen    𝐊 ¯         otherwise .                                                                            


  𝐊


  ⊂ 𝐘


  𝐘


  𝐘


  𝐊 ⇒ 𝐘  


   𝐊 - ⇒  𝐘 -


  𝐗


   𝐗 ¯


  𝐗


   𝐗 ¯


  𝐗


   𝐗 ¯


  𝐗


   𝐗 -


  𝐗


   𝐗 ¯


  𝐗


   𝐗 -


   ⋂ i   𝐗 i ⊃ 𝐘


   ⋂ i   𝐗 i = 𝜙

